“ ATTTOA Mt | B Rbcnsiss rnserets
nnovarion
Hub

Taoeigc KuBepvoeyKARUATOG
Kal KuBepvoaTtrelAEg

Fw’upyog MNMatramrpodpouou | AvTIOTPATNYOG €O
Mpwnv AiguBuvtig Avong Aiwgng HAekTpovikou EykARuarTog

WEBINAR Al-powering Greece

Tetdptn, 18 ZemrrepPBpiou 2024

~ EXMNA
Co-funded by =m2021-2027

the European Union ", = CO MPET'TIVENESS



Mikpopeoaicg emixeipnoeig kai EE
AvOpwrTrol — Aladikaoieg - TexvoAoyia

Yovvwvwow Medium-sized

Micro SME
SME

a5\

Staff headcount Staff headcount Staff headcount
<10 <50 < 250

€

Turnover or Balance Turnover Balance Turnover Balance
<€2m sheet total <€10m sheet total <€50m sheet total

<€2m <€10m =€43m

1. https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes p.9, 28
2. https://www.youtube.com/watch?v=ymLKVTat-IM



https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes p.9
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European Union

Finland

ATTOTEAOUV TNV PAXOKOKOAIG TNG OIKOVOMIOG

Belgium
Portugal

To 99% TwvV emiXeipRoewyv oTnv EE

KaTtaAUTeG yia TOV Yn@IaKO HETACXNMATIONO OCO Kal
WG BACIKO OTOIXEIO TOU KOIVWVIKOU 1IGTOU

Estonia
uxembourg
Lithuania
France
Poland
Slovakia
Croatia
Romania
Latvia
Hungary
Bulgaria
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o Furosil - ssss o s TTOAAQ a1Td TA OTroia dev KatayyéAovrai!!!

Mnyég:
https://ec.europa.eu/growth/smes_en
https://www.enisa.europa.eu/topics/national-cyber-security-strategies/sme_cybersecurity
https://www.enisa.europa.eu/news/enisa-news/survey-to-explore-the-preparedness-of-eu-smes-for-cybersecurity-
challenges
https://www.youtube.com/watch?v=ymLKVTat-IM
https://ec.europa.eu/eurostat/web/interactive-publications/digitalisation-2023



https://www.enisa.europa.eu/topics/national-cyber-security-strategies/sme_cybersecurity
https://www.enisa.europa.eu/topics/national-cyber-security-strategies/sme_cybersecurity
https://www.internetsociety.org/resources/doc/2017/brief-history-internet/
https://www.youtube.com/watch?v=ymLKVTat-IM
https://www.enisa.europa.eu/news/enisa-news/survey-to-explore-the-preparedness-of-eu-smes-for-cybersecurity-challenges
https://ec.europa.eu/eurostat/web/interactive-publications/digitalisation-2023

H KaTtavonon Tou KUBEPVOOIKOOUOTHMATOC zyl?gl

[TOAUTTAOKO - oUVBEeTO TTEPIBAAAOV

Academic Information DEEP WEB Multilingual Databaj ME GBEBGIOTHTEQ

Medical Records Financial Records
Government Resour(

Legal Docuie _ ¢ . THE INTERNET: CLEAR WEB, DEEP WEB AND DARK WEB
‘#“

Scientific Reports EREiE o Websitg

Organization-spec
Repositories

Infrastructure consisting Content indexed by standard
Teaiioh " e of a standardized set of web-search engines, accessible
part of the Doep Webacsassibi . data transfer protocols for to anyone using the Internet.

ensure anonymity. Deep Web Techn .
Ll = 5 digital information exchange.

Content not indexed by standard | aonline banking

web-search engines; content n social networks
Dark web (darknets) can be located and accessed wrestricted pages
by a direct URL or IP address fprofiles

Darknets, or overlay networks
within the Internet that can

only be accessed with specific
software, configurations, or
authorization, and often use a
unique customized communica-
tion protocol. Two typical darknet
types are social networks (usually
used for file hosting with a peer-to-
peer connection), and anonymity
proxy networks such as Tor via an
anonymized series of connections.

but may require a password or
other security access to get past
public-website pages; includes
many very common uses such
as web mail, online banking,
private or otherwise restricted
access content and profiles.

BOOKLET 2 DRUG DEMAND DRUG SUPPLY P. 57

[1https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-
9lac-0laa75ed71al



http://www.thesydneyjournalist.com/wp-content/uploads/2017/08/Dark-Web-Infographic-by-Deep-Web-Tech.jpg
https://reliefweb.int/report/world/unodc-world-drug-report-2022

Ti atrelei oRuepa 11Ic MMETTIXEIpio€IC oToV KuBEpvoxwpo;
Mop@éc KuBepvoatrelAwy

1.Ransomware
. Malware
. Social Engineering threats
. Threats against data
. Threats against availability: Denial of Service
. Threats against availability: Internet threats
. Disinformation — misinformation
. Supply-chain attacks

P
Wk

Anpooigudnke 19/10/2023
Mnyég:

E N lSA T H R EAT 1. https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023

https://www.enisa.europa.eu/media/media-press-kits/logos

2.
3.  https:// .enisa. .eu/topics/threat-risk- t/threats-and-trend
LAN DSCAP E 2023 3 ps://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends

https://www.europarl.europa.eu/news/el/headlines/society/20220120ST021428/0i-
megaluteres-apeiles-ston-tomea-tis-
kuvernoasfaleias?fbclid=IwAR1jInQz2hSpnHq9309jgjmHIFDgecBHcECch-
WTFojtP1kwKz_gxnmMJgMs
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-
protection/?tab=publications
https://id4d.worldbank.org/guide/cybercrime-and-cybersecurity

July 2022 10 June 2023

OCTOBER 2023



https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023
https://www.enisa.europa.eu/media/media-press-kits/logos
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends
https://www.europarl.europa.eu/news/el/headlines/society/20220120STO21428/oi-megaluteres-apeiles-ston-tomea-tis-kuvernoasfaleias?fbclid=IwAR1jJnQz2hSpnHq93o9jqjmHIFDgecBHcEcb-WTFojtP1kwKz_qxnmMJgMs
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://www.enisa.europa.eu/media/media-press-kits/logos
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023

TO TOT”’O TWV KUBSPVOGTI-SI)\(DV . Supply chain compromise of software
wg TO 2030 dependencies

Advanced disinformation campaigns
Rise of digital surveillance
authoritarianism/loss of privacy
Human error and exploited legacy
systems within cyber-physical
ecosystems

Rise of digital

S QP AR . Targeted attacks enhanced by smart

authoritarianism/ and exploited device data
loss of privacy legacy systems .
within cyber- . Lack of analysis and control of
i .
ec%';ﬁ'{fms space-based infrastructure and

objects
Rise of advanced hybrid threats
s . Skills shortage
bt T:t,tgaec'tk? . Cross_—border _ICT ser\{ice providers
Intelligence enliance by as a single point of failure

Abuse THREATS smart device 10. Artificial intelligence abuse

data

2030 Lack of

% ‘ analysis
& 7 ' and control of
Ry y space-based

infrastructure

=

Supply chain
compromise
of software Advanced
dependencies  disinformation
campaigns

Cross border ICT o .
service providers Skill shortage Rise of and objects 11/11/2022
as a single point advanced

of failure hybrid threats

https://id4d.worldbank.org/guide/cybercrime-and-cybersecurity



https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.enisa.europa.eu/news/cybersecurity-threats-fast-forward-2030
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends
https://www.enisa.europa.eu/media/media-press-kits/logos
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Deepfakes-Cyber-bullying
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To KufepvoEykAnua aucaveral KaBe xpovo

= EURSPOL &

IOCTA 2024 *%

FEDERAL BUREAU ?f INVESTIGATION
Internet Crime Report

INTERNET CRIME COMPLAINT CENTER

https://id4d.worldbank.org/guide/cybercrime-and-
cybersecurit



https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024
https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf
https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf
https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024
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Digital
Service
Act

Critical Protecting Democracy

infrastructure public spaces
v -
Cutting-edge
2 technologies
. for people

Security Union

—— Strategy e ‘Eva aogaAég yia 1o péAov repiBaAhov
research and \ et AvTmigeTwrion e§eAiIcooOpEVWV aTTEIAWV
L MpooTacia awd TNV TPOUOKPATIO KAI TO OPYAVWHEVO EYKANHA
‘Eva 10Xup0 eUupwITaikd OIKOCUCTNO ACQAAEING

Terrorism and
radicalisation

Cooperation
and information
exchange

external
borders

Skillsand = lllegal
awareness content

raising online - S - .
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-

package?fbclid=IwAR2IWdrIQMiWv3aBNIJzkdDZVsxj1206gn7ZK_2edWPuWVIbhf
9Gat_cltM_aem AszczPFhGStthQmG U20aUUIGQD7ogwROM9948cmRnZep



https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1379
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade

H Anuokparia kal Ta avBpwTriva OIKOIWHATO
Me KuBepvQao@paAcia

DEMOCRACY
AND HUMAN
RIGHT PROTECTION
Cyber Ethics
Cyber Democracy
Cyber Human Rights, Core EU values

GLOBAL STABILITY PROTECTION

Cyber Norms, Cyber Diplomacy
Cyber Defence, Cyber Warfare

—

DIGITAL SINGLE MARKET PROTECTION

Cyber Attacks, Cyber Crime, Cyber Espionage
Cyber Sabotage

CRITICAL ASSET PROTECTION

NIS directive on Digital Service Providers (DSP) and
Operators of Essential Services (OES)

BASIC SECURITY PROTECTION

Cyber Hygiene
Safety and security of cyber space (Internet) users

Figure 1. Layers of cybersecurity needs.

FUTURE OF INTERNET

oo

Eviaia Ayopd
MARBog
TTPOIOVTWYV Kal
UTTNPECIWV

Democracy

Cutting-edge
technologies
for people

Mnvég:
https://www.enisa.europa.eu/publications/enisa-position-
papers-and-opinions/enisa-input-to-the-css-review-b p.7
https://ec.europa.eu/commission/presscorner/detail/en/IP
22 2695
https://www.hybridcoe.fi/wp-
content/uploads/2021/06/20210622 Hybrid CoE Paper
7_Geopolitics_and_strategies in_cyberspace WEB.pdf
https://digital-strategy.ec.europa.eu/el/policies/europes-
digital-decade



https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b p.7
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2695
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2695
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade

Aciktnc Wnoiaknc Oikovouiag & Koivwviag
Wnoiakn ZuykAion — Alagaveia (CPI 2023)
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Digital Economy and Society Index !
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SERVICES /100

#DESleu #DigitalEU

ROMANIA

4600
Anpooietdnkav 28/07/2022 & 30/1/2024 Sieas

Mnyég: 4500

P.19 HUNGARY
42100

SY3Y0IS WoLLog

https://www.ethnos.gr/opinions/article/195948/pshfiakosmetasxhmatismoskaidiafaneiahallazoymehboyliazoyme



https://digital-strategy.ec.europa.eu/en/policies/desi
https://www.transparency.org/en/cpi/2023
https://images.transparencycdn.org/images/CPI-2023-Report.pdf
https://images.transparencycdn.org/images/CPI-2023-Report.pdf
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Avagpopd KuBepvoeyKANHATWYV- L
UTTAPXEl TTAAT@OPHA s

E IO‘GVVSA I’a Katayyslieg yra sykAnpata kufepvoywpou
n pr06| Kd)v e ! b Katayyshla yia adikfjpata tshovpsva os Bdpog avnAikwy péow
N 3

, , SLadiktiou
Apxsg ETrI BOAng : - Katayyshla yia olkovopLkd KuPspvosykAfpata omou sPmAEKoOVTaL
TOU N (o) I‘I (0]0] - : nAexktpovikda/PnpLakd vopiopata

KatayysAla yia mapafiacn Tou anmopprIou TwV NAEKTPOVLKWY Kat

AV£§d pT n Tag INASPWVLKWY EMLKOWWVLWVY
AloIKnTIKEC ApXEC

Héow SLadikTuou

E101kég
NMAaTQOPUEC

HAekTpOVIKO
Tayudpoueio

Katayyshla yia mapavopn mpocfBacn os nAEKTpoviké umohoyiotr

” Mnyég:
TnAS(DWVlKO 1. https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies

K & 1 1 1 88 2. https://lwww.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-
£VT o kivernoperistatikon-stin-xora-mas 18-12-2020



http://www.ministryofjustice.gr/site/%CE%A4%CE%97%CE%9B%CE%95%CE%A6%CE%A9%CE%9D%CE%99%CE%9A%CE%9F%CE%A3%CE%9A%CE%91%CE%A4%CE%91%CE%9B%CE%9F%CE%93%CE%9F%CE%A3%CE%94%CE%99%CE%9A%CE%91%CE%A3%CE%A4%CE%99%CE%9A%CE%A9%CE%9D%CE%A5%CE%A0%CE%97%CE%A1%CE%95%CE%A3%CE%99%CE%A9%CE%9D.aspx
https://portal.astynomia.gr/webcenter/portal/digitalServiceElas/Citizens eCrime?_afrLoop=111745126199152578#!%40%40%3F_afrLoop%3D111745126199152578%26_adf.ctrl-state%3Dzeeeptz0x_4
https://cyberalert.gr/
https://pixabay.com/el/vectors/%CF%83%CE%B9%CE%BB%CE%BF%CF%85%CE%AD%CF%84%CE%B1-%CE%BA%CF%85%CF%81%CE%AF%CE%B1-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CE%BF%CF%83%CF%8D%CE%BD%CE%B7-%CE%BD%CE%BF%CE%BC%CE%B9%CE%BA%CF%8C%CF%82-3686231/
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
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KevTpikég Kal Epsuvwv
Mepipepelakég
utrnpeoieg EAAZ
Aoc@dAeiag kai MikTa
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AoTuvouikd TuRparta AIEl'JeUVOT] AIE@VOUQ

AOINEZ AI_:’XEZ noy AOTUVOHIKng

AZKOYN EIAIKA 2 UVEPYOOiag
MPOANAKPITIKA

KAOHKONTA

AigeuBuvon Alaxeipiong

MA 178/2014 ®EK A 281 «Opydvwon YTnpeoiwv EAANVIKAC rl)\n poq)oplu')v
AoTuvopiagy, OTTWG TPOTTOTTOINBNKE Kal I0XUEI CAPEPT
Apbpa 31, 30, 8, 27

>—10v0€©07UTI>O


http://www.astynomia.gr/index.php?option=ozo_content&perform=view&id=50&Itemid=41&lang=
https://www.kodiko.gr/nomothesia/document/356333
https://enfsi.eu/

EykAnuartoAoyikn ‘Epeuva Wnoliakwyv lNeiotnpiwv ks
O™

m T
= ?‘:\
OF FORENSIC SCIENCE @l
3
L

L
INSTITUTES L@jﬁ

PRECISION
FORENSICS

IT'S ALL IN THE NAME

Because 'International Organization for
Standardization® would have different
acronyms in different languages (10S in
English, OIN in French for Organisation
internationale de normalisation), our
founders decided to give it the short
form 1S0. 1SO is derived from the Greek
‘isos', meaning equal. Whatever the
country, whatever the language, we are
always IS0.

MpdTuTTEG KON
TTIOTOTTOINUEVEG
diadikaoieg (ISO

9001, ISO 17025)

Mnyég:
https://www.astynomia.gr/elliniki-astynomia/eidikes-ypiresies/diefthynsi-egklimatologikon-erevnon-d-e-e/
https://www.iso.org/about-us.html

https://enfsi.eu/



http://www.astynomia.gr/images/stories/2010/22122010ktirio1.JPG
https://www.iso.org/about-us.html
https://enfsi.eu/
https://enfsi.eu/
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Innovation_Lab_Observatory_Report - The Second Quantum Revolution.pdf
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ANATHAA MHNYMATA HAEKTPONIKQOY
TAXYAPOMEIQY (PHISHING)

NaQx AEITO

AuTad Ta pvopara

nAekTpoviKoL Tayudpopeiov:

propel vo potaZouv napa moAy
pnvopara nov aTEAVOUY GTOUG
MEAGTEC TOUG OL TPANEeleC.

auTiypapouy To
AoyéTuno, Ta
XAPAKTNPIOTIKA Kat
T0 UPOG TWV.
TPayPaTIKGY
pnvopdTwy
NAEKTPOVIKOU
Tayudpopeiov.

Kavouy

o
Tpdhpa
kkkkk

oag ZnTouv va
KATeRACETE OTN
GUOKED) 6ag
£va
EMOLVATITOPEVO
apxeio fj va
KAVETE KAIK 08
£vav
NAEKPOVIKG

; o0vdeapo (link).

Xpnon

opohoyiac mou Sivel
Tnv aigBnon Tou
Kareneiyovrog.

Ot eyKAnHaTiES OTOV KUBEPVOXWPO

>

>

AEIToupyIKoD oUGTAPATOG.

Na giote wlam:pn naooexnxot £av éva wivupa

h-rx

eonwﬂr[m: nh)potpopw; (my. Tov Kubu«i npduﬂom
Tou Tpanedikod oag hoyapiacpol pEow internet

banking).

EAEYETE MPOOEKTIKG TO PVUa NAEKTPOVIKOD
mxuﬂpoudmr auvkptme m mwuvm peTa
Tponyosy jpara and Ty Tpdnela
ouvepyaoiag onc EAévﬁra vu: opBoypapikad Aden kat
Ad6n ypappariki i odvTagng.

Mnv anavrdre o GronTo pivopa NAEKTPOVIKOD
e iov, avriBeTa npowdrjoTe To aTNHV Tpdnela
6 0ac, TATKTPONOYGVTAG TNV TAEKTPOVIKT]
me &zusuvaq pévot oag.

Mnv kavete ancveiag mx oTov qhzxrpovtxo mﬁeouo
(link) kat pnv npayp:

EMOUVANTOPEVOL apxeiov, avTiBeTa mnnpohovl\un m
BievBuvon Tou NAEKTPOVIKOU CUVBECHOU GTOV
QUANOpETPNTH LoTooEAIDWY (browser) Moy
Xpnoiponoteite.

e nepinTwon onotacdinore appipohiag, eEAEYETE TV
1oTogeAida f) TAAEPWVAGTE TNV TPANEL GUVEPYATIag

AAicuon AedopEvwyv
Phishing

~—

EATA

Hellenic Post

To wakéro oag @ravel ora EATA adpio

©a BéAaye va oag evnuepdoovye o AdPaye 1a oToixeia aToaToAS 0ag yia 10 TakéTo UPS
UPS#659183201 xan Ba mapaBobel ora EMnvikg TaxuSpoptia oty ABriva yia eBvixr iapadoon
adpio.

To maxéro oag Ba amoBnkeuTel 010 KENTPO AIAAOTHE AGHNON péxer va emBeBaiioete 1a

oroneia oag;
Acrrroptpieg

s-and adV|ce to-av0|d becomln-fraud victim

ol unnmmmmomm
@3] xopiow

06 Yo yia va 00 evppiow 6n
EMvien) Gopoloyn Ympeoia uordyioe
in wopoloy aog SAwon a o

@G0T EmaTPORY opou 600,13€ . fia
va Baogakooupt on f cmoTpogd
TIINNVEIE 910 0WOT6 Aoyapmaops, mpéme
TIPUTG VO EMRUPGO0UK 16 OToetia Tou
AoYOPI000 00 Mpatos kmoploout va
EmEkepyaaTUK 1Y emaTpoRs 0, M va
¥IvG 616, MopaxaAGUC KivIE K GTov
POpPOKGTIY OUVBEOO ki crileamiare 1o
oroncia oo,

T va vive) au16, mapaakodue xavic i

ovov wmovu OUvBeopo kan emfefonsane
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htts /Iwww.europol.europa.eu/sites/default/files/documents/report_on_phishing_-

a Iaw enforcement ersectlve Q
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https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/

HOW DOES
QAKBOT WORK?

AN

1.The victim receives an
email with an attachment or ! wnioac
hyperlink and clicks on it; files by imitating
process;

3. Qakbot executes and

then installs other malware,
such as banking Trojans;

4. The attacker then steals financial
data, browser information/hooks,
keystrokes, and/or credentials;

5. Other malware, such as ransomware,
is placed on the victim's computer.

Kak6BouAo AoyiopIKo -

= EURSPOL 2

IOCTA 2024 %%

ublication-events/main-

reports/internet-organised-crime-threat-assessment-iocta-2024

p. 21-22



https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024

OikoouoTtnua KAot¢ MNAnpogopiwy

Information stealer
malware
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FTP credentials

Info stealer

Browser login & created
auto-fill forms

Browser cookies

=

VPN credentials D D] D D

Entity is compromised
with ransomware

*{

Info stealer platform Cybercriminal Info stealer
offered for sale purchases access 1o distributed
info stealer

Ransomware (or other) Initial access broker
operator purchases purchases logs,
access to victim’s develops access to
workplace victim's workplace,
sells the access

Mnyn:

e
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Victim downloads

"1

info stealer

Victim logs transmitted
to criminal server

@_

Logs advertised for sale
by cybercriminal on
dark web marketplace

https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/silent-heist-cybercriminals-use-information-
stealer-malware-compromise-corporate-networks?fbclid=lwY 2xjawFVL5pleHRuA2FIbQIXMQABHVR_KL-
4wT20BKfZKMd9kJvxu_ws1gJ_SmDYfLAMOpXZKLyP1HgTa4D_8A_ aem_dnyELhhmuzZBp7gNX3mBUqg




Ransomware- AUTPIOUIKO irg

The fight against ransomware

[Mpoooxn!!!
Aev divoupe tToTé AUTPa (XprpaTta)!i!!

WHAT EUROPOL IS DOING

RANSOMWARE ’/‘E‘h .
CASE e) ) agnar
REQUESTS = Locker

TO EUROPOL — :\/ \Lockergoga
2020 - 2021 1
Pysa r)

EUROPEAN MALWARE

Sodinokibi A ANALYSIS SOLUTION (EMAS)
—=—_|Phobos A Contributions increase
2020 - 2021
\
Ryuk |(Conti

N

Calling clients,
employees, business DDoS attack

partners and/or q against victim - ~ <@/>NOMORERANSOM
journalists to 2 = PN o] JOIN N TASKFORCE
pressure victim - :

Threatening

Exfiltrating data and threatening publication/action

https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta 2021.pdf p. 14



https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
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NEa owpeav XpnaoTIKa EpyaAEia M

<@/> NOMORERANSOM

Su u Bo U)\é( AnpLoupyeite TAKTIKA avtiypapa ac@aleiog Twv dedopévwy Tou eivat
/ amoBNKEVHEVA OTOV UTTOAOYLOTH OOG, ETOL WOTE Lo HOALVON armd
yla Xpnoteg AUTPLOHIKO VA PNV KATOOTPEWEL TO TTPOCWITIKA oag Sdopéva yia ravea.
TOoU

Stadiktuou

@@ E EEEB Mnyég:

1. https://www.enisa.europa.eu/securesme/#/cyber-tips#
2. https://www.nomoreransom.org/el/index.html

www.nomoreransom.org


https://www.nomoreransom.org/el/index.html
https://www.enisa.europa.eu/securesme/#/cyber-tips#

Emypappikég ammarteg — Online Frauds it

CEO/BEC fraud occurs when an employ horised to make is tricked into paying a
fake invoice or making an unauthorised transfer out of the business account.

Often, the request is

u - A fraudster calls or for international
Z EURTPOL emails posing as a payments to banks
high ranking figure NSl o outside Europe.
. within the company el PR
Buying on the dark web? amc 3
. 4 § Yy The employee

transfers funds to an

They have a good account controlled

knowledge about the
organization.

- 5 Instructions on how to
They require an urgent v h A\ 2
payment. / 5 \ proceed may be given later,

by a third person or via

" email.
They use language such as:

‘Confidentiality, The company The employee is requested
trusts you', ‘l am currently not to follow the regular
unavailable’. They refer to a sensitive situation authorisation procedures.

(e-g tax control, merger, acquisition).

by the fraudster.

Unsolicited email/phone call Pressure and a sense of urgency

Direct contact from a senior official you Unusual request in contradiction with intemal
are normally not in contact with procedures

Request for absolute confidentiality Threats or unusual flattery/promises of reward

Mnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/info i revention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A320201L.1828
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Néa Odnyia 2020/1828/EE
QAVTITTPOCWTTEUTIKEG AYWYEG
yla TNV TTpooTaCia Twv
OUANOYIKWYV CUUQEPOVTWV
TWV KATAVOAWTWY KAl TNV
Katapynon tng Odnyiag
2009/22/EC
N. 5019/2023 ®EK A
EvowpaTtwBnke 010
EOWTEPIKO dikaIO
Atrolnuiwon BupdaTtwy
KuBEpvoaTraTng uTrd
TTPOUTTOBEDEIC

https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html

https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web



https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf_prevention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020L1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web

AladikTuakeC amrarec-Odnyiec Tng TTE

EIMAIIAIAITEPA
MPOZEKTIKOZ/-H... EAEFXQMANTATIZ
EIAOMOIHZEIZ NOY
~HETIG 6106mmcxz< ayopég AAMBANQ AMNO THN
TPANIEZA E EAAAAOZ \ATOOPLES TPAMEZA MOY...

iy < SR Néa Odnyia
WG npooTarsvoual s Siadonliselis
anod TIG NAEKTPOVIKEG andTeg e s m‘iwm“’;’o 2020/1828/E

EVEPYEIES. TOKTIKG EAEYXW KAITIS
AOUKETOU). KIVIOEIG TWV AOYapPIaoH®Y HOU.

E QVTITIPOCWTTEUTIKEG
QAYWYEG yIa TNV TTpoaTadia
TWV GUAAOYIKWYV

ENHMEPQNOMAI ®PONTIZQ TO

AIAPKQE... AEITOYPFIKO s BEBAIQNOMAI OTI...
VIQ TOUG KIVBUVOUG Kail IZYITHMATOY :

© ANOOTOAEQG TwWV PNVULGTWY Nou AauBdv eival o npaypaTikes

TIG VEEG LOPPEG anNdTNG YMNOAOTFIETH 2 ¢ s & i ; . i
= MOY... ‘ aKOUa Kal av GaiveTal OTI £ival PIAIKG LoU NEGCWNO A ENICNUOG POPEAS). 0Up(p£p0VTwV TWV

EIMAI ZE G va gival EVNPEPWHEVO Kal va KGTGVG)\UJT(.UV Kal Tr]’V
ErPHIOPZH... Jpscrenxusraicno aitivicus: MPIN AMANTHEQ XE m EXQ YMOWH OTIH TPAMEZA AEN karapynon 1ng Odnyiag

AQMEVAVTI OE BN BUVABEIG CULINEPIPOPES KAl Eniong, EvNHEP®VW Tov browser ro QXEEQ:;\ EPFAZIAZ, T TS 2009/22/EC
KATAOTACEIS (M.X. EVNHERWON VIA «UEYAAES & G 280 TO piN TNG KAPTAS f TOV KwdIKS Tou e-banking pou.
EUKQIDIESY, QITMLATA YIa ENgiyouca TQ CTOIXEIQ TNG ETAIPIAG NOU N 50 1 9/2 0 2 3
KaTaBoAr xpnudTwy, UnonTtn dpacTnEidTnTa NPOCOEPE! Tr) BEOH, [

oTov TPanedikd AoyapIacKd i TRV KApTa). Eilial NOAU NPOCEKTIKGS / -1 OTav AMODEYIQNA
Snpooiedw ayyeNies kai dTav TYNAEOMAL... ¢E K A
anavTe oe ayyeNies GAAwY.
ot dnpéoia kar anpooTareuta SikTua wi-fi.
,
AENANANTQ... Evowpatwenke ato
-0€ UnonTa e-mail, Sms, KAfOEIS KOl o€ Kapia nepinTwon Sev akoAoudw links / QR codes

KaBog Kal Sev avoiyw ouvnupéva apxeia. AEN ANMOGHKEYQ TOYXZ KQAIKOYZ MOY... sowTE pl Ké 6iKG | o

aMAGEw TOUAGX

& ‘ Atrolnpiwon
el o B BupGTLY

TPANEIKoU Aoyapiaco / NANKTPOAOYE EYE TNV NAEKTROVIKY SIEUBUVON EN AKOMA KAI ME THN YINOWIA OTI B 4
KEPTAG / KWBIKOUG Iag a1 5V AKOAOUBG) XOPNYOULIEVOUS CUVBECLIOUS i ANTAMNOKPINOMAL... MIMOPEI NA EXQ NEXZEI ©YMA AMATHE... KU EpVOGTrGTr]g
Xpriong Kai evaicBnra ané unxavég avalitnons. i : ok 3 . CaaTd oy , . -
NPOCWNIKA SeSOUEVA BeBaiwvopal 611 Bpiokopal oTo NpaypaTiko site O AConoKa TV PNt Hou U 1TO 1T p 0 U TI'O e 8 08' g

UNOTIBELEVOUG NAPOXOUS UNNPECIOV AV XPEIQOTEI, ENIKOIVWVE KE TNV aoTuvouia (AiwEn

NG TPANEZag (EAEyxw O Eival TO 0woTo url kai (Microsoft, EATA, AEH, Epopia kAN) Xwpig va HAEKTPOVIKOU EYKAMLATOS) KOl TNV UNNPESIa LEGA and
Smiyiveral n xprion «https//.» fy &1 eudavideTal To £XE1 YIVEI MRMTA QifNUa ano EUEVO. TNV onoia NpaypaTonoinca TN cuvaAAayn,

OUMBOAO TOU AQUKETOU).

fnyn:
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-
apates?mode=preview



https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview

Aiwvag Néwv AegioTATWV-WYn@1akég AA@aBnTIONOG R%?ORAE:P’

Exhibit 1: Students require 16 skills for the 21st century

21st-Century Skills . Hﬂﬂnlllmxn ﬂetlkél: !

PEOPLE AT

THE CENTRE —_— | NohuyAwoowd
R - UYA
. . . . . & u , Kavotnta
Foundational Literacies Competencies Character Qualities SOLIDARITY AND npoumnu(n.
How students apply core skills How students approach How students approach A
to everyday tasks complex challenges their changing environment DIGITAL R KOVWVikn Kn,l

RIGHTS AND . "TJ:;‘I’::;K“ Ba UlKéC

1. Literacy 11. Curiosity PRINCIPLES lKuv(’].[n.[ec
[pappauiopo

2. Numeracy 12. Initiative le‘:l"pém!)lvc

- ﬁéi%"c'fc 13. Persistence/ EVGpYéC’
arit OUpYIETOXA
14. Adaptability 010 Kowd A1)
5. Financial 5 Nohwouki enfyvwon
literacy 15. Leadership Kal ékppaon

6. Cultural and Ikavétnta tou

civic literacy 16. g\?wgil?eln%gds cultural X ENXEIPEV

europa.eu

Lifelong Learning Rights and principles to guide the digjtal transformation

4. ICT literacy

Mnyég.
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of the Future Report 2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://mww3.weforum.org/docs/WEF_Schools_of the Future Report 2019.pdf
https://digital-strateqy.ec.europa.eu/el/library/european-declaration-digital-rights-and-
principles?fbclid=IwAR0eotl200iJEF4TyAfzDuKMuyiJ2ihivgQ9yYci320ai6 1QSyxNSo7Xad8 onueia 4 (wn@iakn eKTraideuon Kal KATAPTION Kal YNQIAKES
68§IOTI]TE§) 16 (ao@aAég Kal 'ITpOUTGT£U|J£V0 qu](plcxKo mePIBAAAOV), 20,21,22 (TrpooTaCia KAl EVOUVANWON TWV TTAIBIWY KAl TWV VEWV OTO YN@Iako TTepIBGAAov

PN GO WONE



https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles?fbclid=IwAR0eotl20OiJEF4TyAfzDuKMuyiJ2ihlvgQ9yYci32Oai61QSyxNSo7Xad8
https://www.facebook.com/DigitalEU/videos/555642449332033/
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/

ExTTaI®EUTIKO UAIKO OUYXPOVO KAl ETTIKAIPO
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I* Ta€n Fupvagiou

MNMnyég. : " e

1. https://nationaldigitalacademy.gov.qgr/
2. https://iep.edu.gr/el/gymnasio/pliroforiki MpooBeTo Wnepiakd Eyxeipidio MAnpogopikigA™  Mpoabeto Wnpiako Eyxeipidlo MAnpogopikiic B MpooBeto Wnpiako Eyxeipidio MAnpogopikig I
Fupvaciou Fupvaciou F'upvaciou



https://techblog.gr/software/vivlio-a-gymnasioy-pliroforikis-toys-mathainoyn-gia-cd-rom-kai-ypologistes-tsepis-me-periorismenes-dynatotites/?fbclid=IwAR1QXE0S8TnN6utVTPlQ0NNziVHj-wQWvXez2_4tmE-apG6zPPMcesU4AyU
https://nationaldigitalacademy.gov.gr/
https://iep.edu.gr/el/gymnasio/pliroforiki

AECI0TNTEC TTOU OUVOEOVTAI AUECQ UE

ETTAYYEAMATIKEC TTPOOTITIKEC

- - JOB PROFILE:
INFORMATION

SYSTEMS - CRvpTaNALYST '
SECURIT Y ' SECURITY ENCRYPTION o |
MANAGER ENGINEER || EXPERT

DEGREE REQUIRED? COMMON JOB DUTIES

MULTI-DISCIPLINED V‘ : CY B E R ‘\,? 3 ! ' PROFILE:
h“ﬁ‘ﬁ‘&?% T FORENSICS | g CYBER

4471:3) | LEGAL
ADVISOR

SOFTWARE 3
DEVELOPER P -

JOB PROFILEs

CYBER .

DEFENSE [—
INCIDENT [ /"
RESPONDER

https://cyber.org/career-exploration



https://cyber.org/sites/default/files/2020-06/Information Systems Security Manager.pdf

[TANPOo@OpPIeC & TTNYEG YIA KOAEC TTPAKTIKEG RMI?ORLEJP’

Aigbveig Opyaviopoi (UN, ITU, EU, ENISA, COE,
WHO, OECD, ISO,) _ ‘
AvegapTnTeg ApXEG Kal dnNUOCI0I POPEIS =R

Kpartikoi Opyaviouoi, . 1
EmioTnuovikoi Kai miototroinpévol ®opeig

(TTAVETTIOTAMIA, EPEUVNTIKA KEVTPA, KOUPBOI KAIVOTOMIAG, 10 SECURING )

KQ) | » BUSINESS
2xoAgia (6AwvV Twv BadBuidwyv)

BiBA100RAKeS (ANuOTIES, ANUOTIKES, ZXOAIKEG, KQ) Paul Otlet

®opcig I51wWTIKOU Topéa (cTaipeieg, MKO, ka) 1868-1944

Mnyég:
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4haOwAA8A

Imagining the Internet, Robin Mansell, 2012, Oxford University Press, p. 38-40 Kp'O' HO O-TO|X£|O r]

https://www.libver.qr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83 .,
%CE%B7-%CE%BA%CE%B1%CE%B9- -n- B Z
%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%ACY aglo Io“"a Kal O GGUOQ
CE%BB%CE%B5%CE%B9%CE%B1-%CE%ADY%CE%BD%CE%B1-%CF%80/

https://dipe.art.sch.gr/index.php/home/84-kyvernoasfaleia-cybersecurity S'IT | KG | pO'ITO | r] 0 r] g TO U UA' KO U

https://www.enisa.europa.eu/publications/cybersecurity-guide-for-smes



https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4ha0wAA8A
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://dipe.art.sch.gr/index.php/home/84-kyvernoasfaleia-cybersecurity
https://www.enisa.europa.eu/publications/cybersecurity-guide-for-smes
https://www.enisa.europa.eu/publications/cybersecurity-guide-for-smes

EOvikr Akadnuia ¥Ynoeiakwv IkavoTATwyv 2%{

EBvik Akabnpia Wnprakwy Ikavotitwy

@ https://nationaldigitalacademy.gov.gr

8" EoSoc @ YouTube KYBEPNOETKAHMA ~ @ Deepl Translate . (® Technology | The G... NOMIKA OEMATA AIANOHTIKH 1AI0K... B Metd@paon Goog

, EBviki Akadnpia Wnelakwyv Ikavotntwy

.....................

Me 350 paBriuarta
35 BeuaTIKES EVOTNTEC
1800 wpeg ekTTaideUONC

2ToIXEia OoTIC 17/9/2024

https://nationaldigitalacademy.gov.gr/



2 2 , JA
ATTO TTAEUPAGC TNC TTOAITEIOG N M=

P TpaTNYIKA Kol Opaua

OANITIKA BoUuAnon & gupuTePN duvaTH ouvaiveon

OU)\TOUpG ZUVSpYGO'iGg CDOpéwV (AKa6nuaTKr’] KoivétnTa, Anuoaoiog Kai ISIwTIKAg Topéag)

oUATOUpa TexvonBIkAGg

> EG}JIKI’] ew pCXKIGr] (20 TTPpwWTOKOAAO Cybercrime Convention, e¢gidikeuan dikaoTwy, TpateCIko améppnTo, Medicrime)
convention, AvaBdaBuion ZuoTtrpatog Avagopds KuBepvoeykKAnudTwy, Ka.

AlaBeon MNoépwv yia Tnv KuBepvoao@aAsia

AClokpaTia — Ala@aveia - Aikaloouvn

3 GOOD HEALTH QUALITY DECENT WORK AND PEACE, JUSTICE
AND WELL-BEING EDUCATION ECONOMIC GROWTH AND STRONG

i /o | gl |5

1 :g'l'ilﬂ'f



https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D

it
ATTO TNV TTAEUPA TWV ETTIXEIPNOEWV NW

AvatrTuén KouAtoupag KuBepvoao@dAgiag
1evépyela Ecwtepikwyv EAEyxwv KuBepvoao@aAgiag
AUVATOTNTEG TTOU UTTAPXOUV OTO AUECO TTEPIBAAAOV
apoxn KaTAAANAnG ekraideuong — KATapTIoONG

Alao@daAion Alaxeipiong TpiTwv HEpWYV YIa CELACHO TWV TTOAITIKWYV

TO SECURING S 5 KUBEPVOAOPAAEING KAI TTPOCTACIAG TWV TTPOCWTITIKWYV dESOUEVWV

YOUR
BUSINESS

> X610 AvTieTWITIONC KUBEPVOTTEPIOTATIKOU

AcaAn TTpédoBaon oTa TTANPOPOPIAKA CUCTAHMATA

Ac@aAEiG OUOKEUEG (ME ETTIKAIPOTTOINUEVO AOYIOHIKO, NMpoypduparta
MpooTtaciag, Kpumrtoypdenon)

GO0 HEALTH QUALITY DECENT WORK AHD PEACE, JUSTICE
AND WELL-BEING EDLCATION ECONOMIG GROWTH AMD STRONG



https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D
https://www.enisa.europa.eu/publications/cybersecurity-guide-for-smes

S M A R T El:rﬁglean EKT EONIKO KENTPO TEKMHPIQZHE &

HAEKTPONIKOY MEPIEXOMENOQOY

ATTICA i

EuxapiotTw!

Me 1 ouyxpnuaroddérnon s Eupwmaikng Evwong. Qotéogo, ol amowels Kal ol yVWUES TTou dlaTuTTwvovral
EKPPAJOUV ATTOKAEIOTIKA TIC ATTOWEIS TWV OUVTAKTWY Kal OEV QVIITTPOOWITEUOUV KAT' avaykn TIS ammOWEIS NG
Eupwrraikng Evwang. OUte n Eupwrraiky Evwan oUte n xopnyouoa apxr UITopouv va Bewpnbouv utreubuveg
yla QuTég.




